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1 2 Configuring System Startup

About This Chapter

Context

This chapter describes how to configure system startup.

The ART00&AR120&AR150&AR160&AR200&AR1200 series, AR2201-48FE,
AR2202-48FE, AR2204-27GE, AR2204E-D-27GE, AR2204-24GE, AR2204-27GE-P,
AR2204-51GE-P, AR2204-48GE-P, AR2204E, AR2204E-D, AR2204-51GE,
AR2204-51GE-R, AR2220L-DC, AR2220L-AC and AR3670 support the flash memory
and USB flash drive. The AR2220-AC, AR2220-DC, AR2220E, AR2240C support the
flash memory, hard disk and USB flash drive. The AR2204, AR2240 and AR3260
(using SRU40, SRU60, SRU80, SRU100, SRU1T00E, SRU200E, SRU200 and SRU400)
support the flash memory, Micro SD card, and USB flash drive. The AR2240,
AR2204XE-DC and AR2204XE support the Micro SD card and USB flash drive.

(11 NOTE

If the USB flash drive contains activated system software or patch software, the USB flash drive
is a key component of the system and cannot be removed.

In this chapter, the Micro SD card is used as an example of the storage device.
12.1 Overview of System Startup

12.2 Licensing Requirements and Limitations for System Startup
This section provides the configuration precautions of configuring System Startup.

12.3 Managing Configuration Files
12.4 Configuring System Startup Files
12.5 Restarting the Device

12.6 Configuration Examples for System Startup
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12.1 Overview of System Startup

The system loads the system software and configuration file during a startup. If a
patch file is specified for next startup, the system also loads the specified patch
file.

System startup scenarios are as follows:
e Version upgrade: Upgrade the system software to a later version.

To add new features, optimize existing features, or solve problems in the
current version, you need to upgrade the device. To upgrade the device, load
the upgrade system software and restart the device.

e Version rollback: Degrade the software to an earlier version.

If an error occurs after the upgrade, perform version rollback to restore
normal service operating. You need to load earlier version system software
and restart the device.

e  First startup: When a new device is deployed on a network, you can load an
existing configuration file on the device to meet user needs.

A new device contains only factory configurations. To connect a new device to
the network and deploy services on it, you have to spend a lot of time on
device configuration. To save time on device configuration, specify a
configuration file that meets user needs for the device and restart the device.

e Patch update: Specify the patch file to be loaded after an upgrade.

You can specify a new patch file when upgrading the device. The patch takes
effect immediately when the upgrade is complete.

(11 NOTE

e The upgrade of a device is closely related to the released software versions. The
corresponding upgrade guide is released with each new version and you can upgrade
the device according to the guide. To obtain the upgrade guides, visit https://
support.huawei.com/enterprise and download the upgrade guide based on the
product name and version.

e When the message "Start Memory Test ? ('t' or 'T' is test):" is displayed during the
device startup, you can press T to start the memory detection.

e For details about commands used for device upgrade, see "Basic Configurations
Commands - Upgrade Commands" in the Huawei AR Series Access Routers Command
Reference.

System Software

The device software includes BootROM software and system software. After the
device is powered on, it runs the BootROM software to initialize the hardware and
display the hardware parameters. Then the device runs the system software. The
system software provides drivers and adaptation functions for hardware, and
offers services features. The BootROM software and system software are
prerequisite for device startup and operation, providing support, management, and
services for the device.

A device upgrade includes BootROM software upgrade and system software
upgrade.
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(11 NOTE

The BootROM software is included in the system software package (.cc file) of the device.
The BootROM software is automatically upgraded in system software upgrade.

Configuration File

A configuration file is a collection of command lines. The current configurations
are saved in configuration files, and continue to take effect after the device
restarts. You can view configurations in configuration files or upload the files to
other devices to implement batch configuration.

A configuration file is in the text format and meets the following requirements:

e The configuration file saves configuration commands.

e  Only non-default parameters are stored in the configuration file, which saves
the space.

e The commands used in the same command view form a section. Sections are
separated by comment lines beginning with comment signs (#). The
command under a comment sign is run in the system view. There can be one
or multiple comment lines.

e Sections are arranged in order of global configurations, interface-based
configurations, protocol configurations, and user interface configurations.

e The configuration file name extension must be .cfg or .zip. In addition, the
configuration file must be saved to the root directory of the storage device.

The following table describes the factory configuration, configuration file and
current configuration.

Concept Description Command

Factory The device is delivered with Run the display factory-
configurati | basic configurations so that it configuration command to

on can start and work properly check the factory configurations

when there is no configuration | of the device.
file or the configuration file is
lost or damaged. These
configurations are called
factory configurations.

Configurati | When the device is powered on, | ¢ Run the display startup

on file the device reads the command to check the
configuration file from the current and next startup
default directory to boot the configuration files.

system. Therefore, the
configuration in the file is
called the initial configuration.
If no configuration file is stored
in the default directory, the
device uses the default
parameters for initialization.

e Run the display saved-
configuration command to
check the configuration file
for next startup.
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Concept Description Command
Current The configurations that are Run the display current-
configurati | valid during the device running | configuration command to
on are called current check the current configuration.
configurations.

Patch File

If you modify the current configuration and want to use the modified
configuration as the next startup configuration, run the save command to save
the new configuration to the default storage device.

(1 NOTE

If a command in incomplete form is configured, the system saves the command to the
configuration file in its complete form, which may cause the command to have more than
510 characters. (The maximum length of a command supported by the system is 510
characters.) The incomplete command cannot be recovered after the system restarts.

A patch is a kind of software compatible with the system software. It is used to
remove a few issues in the software that need to be solved immediately. Patches
can also fix errors or improve adaptation of the system software. For example,
patches can fix defects of the system and optimize some functions to meet service
requirements.

The patches are released in patch files. A patch file may contain one or more
patches with different functions. When patch files are loaded from the storage
device to the patch area in the memory, they are assigned unique sequence
number for users to identify, manage, and operate the patches.

Patch classification

According to impact on services, patches can be classified into hot patch and cold
patch.

e Hot patch (HP): The services are not interrupted when the HP is loaded and
activated, which reduces upgrade costs and eliminates upgrade risks.

e Cold Patch (CP): You must restart the device for the CP to take effect. Services
are interrupted during the restart.

According to patch dependency, patches can be classified into incremental and
non-incremental patches.

e Anincremental patch is dependent on previous patches. A new patch file
contains all the patch information in the previous patch file. You can install
the patch file without uninstalling the original patch file.

e A non-incremental patch is exclusive in the current system. To install another
patch file when there is already one, uninstall the existing patch file, and then
install and run the new patch file.
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L] NOTE
The currently released patches are hot patches and incremental patches. All the patches
mentioned in the subsequent sections are hot patches and incremental patches unless
otherwise specified.
Status of Patches
Each patch has its own state that can only be changed with command line.

Table 12-1 describes the patch status.

Table 12-1 Status of patches

Status Description Patch Status Transition

Idle The patch file is saved to the | When a patch in the storage
storage device but has not device is loaded to the patch
been loaded to the patch area, the patch is in the
area. running state.

Running When a patch is stored in the | You can unload the patch that
patch area and runs is in the running state so that
permanently, the patch is in it can be deleted from the
the running state. If a board patch area.
is reset, the running patch on
the board remains in the
running state.

Figure 12-1 shows patch status transition.

Figure 12-1 Patch status transition

Load and run a patch

>
Idle Running

A

Delete a patch

Installing Patches

Installing patches is a way of upgrading a device. Patches can be installed in the
following ways:

e The hot patches are generally installed while the device is running without
interrupting services. This is an advantage of hot patches.

For details on how to install patches, see the corresponding patch installation
guide. For details about commands used for device upgrade, see "Basic
Configurations Commands - Upgrade Commands" in the Huawei AR Series
Access Routers Command Reference.
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e Another way is to specify a patch file for next startup, which is described in
this chapter. The patch file takes effect after the device reboots. The method
is often used during a system upgrade.

12.2 Licensing Requirements and Limitations for
System Startup

This section provides the configuration precautions of configuring System Startup.

Involved Network Elements

None

Licensing Requirements
configuring System Startup is a basic feature of a router and is not under license
control.

Feature Limitations

Creating and modifying the configuration file locally are not recommended
because the file format may be incorrect. As a result, configuration restoration will
fail.

12.3 Managing Configuration Files

Pre-configuration Tasks

You can perform operations such as saving the configuration file and backing up
the configuration file.

Before managing configuration files, complete the following task:

e Log in to the device.

Configuration Process

Perform one or multiple of the following tasks:

12.3.1 Saving the Configuration File

Context

You can run commands to modify the current configuration of the device, but the
modified configuration will be lost after the device restarts. To enable the new
configuration to still take effect after a restart, save the current configuration in
the configuration file before restarting the device. Use either of the following
methods to save the current configuration:

e Configure the automatic save function.
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Procedure

Manually save the configuration.

Save the configurations automatically.

NOTICE

If an interface board is not running, related configurations may be lost when
the system automatically saves the configuration file.

The autosave interval command cannot be used together with the autosave
time command.

Run autosave interval value
Automatic saving of configurations is enabled.

By default, automatic saving of configurations is disabled. The value
parameter can be set to on or off. The value on enables automatic
saving of configurations, and the value off disables this function.

Run autosave interval { t/ime | configuration time}

The system is configured to save the configurations at a specified
interval.

If interval t/ime is specified, the system saves the configurations at the
specified interval regardless of whether the configuration is changed.

®  The default interval is 0 seconds, indicating that the system does not
save the configurations automatically.

= After the automatic save function is enabled, the default interval is
30 minutes if t/me is not specified.

Run autosave time { value | time-value}
The system is configured to save the configurations at a specified time.

When the automatic save function is enabled, the modified configuration
is saved at the specified time. When the automatic save function is
disabled, the system does not save the configurations automatically and
you need to manually save the modified configuration.

(10 NOTE

In automatic save mode, the system automatically saves configurations to the current
startup configuration file. You can run the display startup command to check the
name of the current startup configuration file.

Save the configurations manually.

Run save [ all ] [ configuration-file ]
The current configuration is saved.

The configuration file name extension must be .zip or .cfg. The system
startup file must be stored in the root directory of the storage device.

Run the save all command to save all the current configurations,
including the configurations of the boards that are not running, to the
current storage directory.
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----End

If you do not specify configuration-file when saving the configuration
file for the first time, the system asks you whether to save the
configuration file as vrpcfg.zip.

If you do not specify configuration-file, configurations are saved to
the current startup configuration file. You can run the display
startup command to check the name of the current startup
configuration file.

You can run the pwd (user view) command in the user view to
check the current storage directory.

You can run the cd (user view) command in the user view to modify
the current storage directory.

12.3.2 Comparing Configuration Files

Context

Procedure

You can compare the current configuration file with the next startup configuration

file to check whether they are consistent and determine whether to set the current
configuration file as the next startup configuration file.

The system displays the different content starting from the first different character

to the end of the file. By default, the system displays 120 characters. If the
different content contains less than 120 characters, the system displays only the
content from the first different character to the end of the file.

If the next startup configuration file is unavailable or empty, the system displays a
message indicating that the files fail to be read.

(1 NOTE

The configuration file name extension must be .cfg or .zip.

e Run compare configuration [ configuration-file [ current-line-number save-
line-number] ]

The system starts to check whether the current configurations are identical
with the next startup configuration file or the specified configuration file.

If parameters are not specified, the configuration files are compared from the
first line. The parameters current-line-number and save-line-number are used
to continue the comparison, neglecting the differences, after differences are

found.

--—-End
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12.3.3 Backing Up the Configuration File

Context

If the device is damaged unexpectedly, the configuration file cannot be recovered.
You can back up the configuration file in advance using one of the following
methods:

Procedure

Copy the content in the display on the screen.
Back up the configuration file to the storage device.
Back up the configuration file using FTP, TFTP, or SFTP.

Copying the content in the display on the screen

Run the display current-configuration command and copy all command
outputs to a .txt file. The configuration file is backed up in the hard disk of
the maintenance terminal.

(10 NOTE

If a configuration is too long, it may be displayed in two lines on the terminal screen,
depending on the terminal software. When copying a two-line configuration from the
screen to a .txt file, ensure that the configuration is displayed in only one line.
Otherwise, configuration restoration may fail when the .txt file is used.

Backing up the configuration file to the storage device

The current configuration file can be backed up immediately to the SD card of
the device. After the device starts, run the following commands to back up
the configuration file to the SD card of the device:

<Huawei> save config.cfg
<Huawei> copy config.cfg backup.cfg

To save the configuration in a directory other than the default storage device,
specify an absolute path.

Backing up the configuration file using FTP, TFTP, or SFTP

The device supports configuration file backup through FTP, TFTP, or SFTP.
Configuration file backup through FTP or TFTP is simple, but there are
security risks. In scenarios with high security requirements, configuration file
backup through SFTP is recommended. The following describes the
configuration file backup process using FTP as an example. For details about
TFTP and SFTP, see "File Management" in Huawei AR Series Access Routers
Configuration Guide - Basic Configurations.

a. Start the FTP service when the device works as the FTP server.

Enable the FTP server function on the device. Create an FTP user with the
name huawei and password Helloworld@6789. The user is authorized to
access the sd1 directory.

<Huawei> system-view

[Huawei] ftp server enable

Info: Succeeded in starting the FTP server.

[Huawei] aaa

[Huawei-aaa] local-user huawei password irreversible-cipher Helloworld@6789
[Huawei-aaa] local-user huawei ftp-directory sd1:
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[Huawei-aaa] local-user huawei service-type ftp
[Huawei-aaa] local-user huawei privilege level 15

b. On the maintenance terminal, initiate an FTP connection to the device.

On the PC, set up an FTP connection to the device through the FTP client.
Assume that the device IP address is 10.110.24.254.

C:\Documents and Setting\Administrator> ftp 10.110.24.254
Connected to 10.110.24.254.

220 FTP service ready.

User (10.110.24.254:(none)): huawei

331 Password required for huawei.

Password:

230 User logged in.

c. Configure transfer parameters.

If the FTP user is authenticated, the FTP client displays the prompt

character of ftp>. Enter binary following the prompt character, and
specify the path c:\temp the uploaded file is to be saved on the FTP
client.

ftp> binary

200 Type set to .

ftp> lcd c:\temp

Local directory now C:\temp.

d. Transfer the configuration file.

On the PC, run the get command to load the configuration file to the
specified path and save the file as backup.cfg.

ftp> get config.cfg backup.cfg
e. Check whether the config.cfg and backup.cfg files have the same size. If
they have the same size, the backup is successful.

--—-End

12.3.4 Recovering the Configuration File

Context

When incorrect configurations are performed and functions are abnormal, you can
use one of the following methods:

e Recover the configuration file that is backed up in the storage device.
e  Recover the configuration file using FTP, TFTP, or SFTP.

(11 NOTE

After recovering the configuration file, you must restart the device to make the file take
effect. Run the startup saved-configuration command to specify the next startup
configuration file. If the configuration file name is unchanged, you do not need to run this
command. Run the reboot command to restart the device. When Warning: All the
configuration will be saved to the next startup configuration. Continue? [y/n]: is
displayed, enter n to prevent the current configurations of the device from being saved to
the backup configuration file.

Procedure
e Recover the configuration file that is backed up in the SD card.
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This step recovers the backup configuration file stored in the SD card of the
device to the current system configuration file. When the device is working
properly, run the following command:

a. Recover the backup configuration file stored in the SD card of the device
to the current system configuration file.

<Huawei> startup saved-configuration backup.cfg

b. Restart the device. The configuration file recovery is complete.

<Huawei> reboot

Info: The system is comparing the configuration, please wait.

Warning: All the configuration will be saved to the next startup configuration. Continue? [y/n]: n
System will reboot! Continue? [y/n]: y

Info: system is rebooting ,please wait...

Recover the configuration file using FTP, TFTP, or SFTP

The device supports configuration file recovery through FTP, TFTP, or SFTP.
Configuration file recovery through FTP or TFTP is simple, but there are
security risks. In scenarios with high security requirements, configuration file
recovery through SFTP is recommended. The following describes how to
recover the configuration file that is backed up on a PC through FTP. For
details about TFTP and SFTP, see "File Management" in Huawei AR Series
Access Routers Configuration Guide - Basic Configurations.

a. Start the FTP service when the device works as the FTP server.

Enable the FTP server function on the device. Create an FTP user with the
name huawei and password Helloworld@6789. The user is authorized to
access the sd1 directory.

<Huawei> system-view

[Huawei] ftp server enable

Info: Succeeded in starting the FTP server.

[Huawei] aaa

[Huawei-aaa] local-user huawei password irreversible-cipher Helloworld@6789
[Huawei-aaa] local-user huawei ftp-directory sd1:

[Huawei-aaa] local-user huawei service-type ftp

[Huawei-aaa] local-user huawei privilege level 15

b. On the maintenance terminal, initiate an FTP connection to the device.

On the PC, set up an FTP connection to the device through the FTP client.
Assume that the device IP address is 10.110.24.254.

C:\Documents and Setting\Administrator> ftp 10.110.24.254
Connected to 10.110.24.254.

220 FTP service ready.

User (10.110.24.254:(none)): huawei

331 Password required for huawei.

Password:

230 User logged in.

¢. Configure transfer parameters.

If the FTP user is authenticated, the FTP client displays the prompt
character of ftp>. Enter binary following the prompt character, and
specify the path C:\temp where the uploaded file is to be saved on the
FTP client.

ftp> binary

200 Type set to .

ftp> lcd c:\temp

Local directory now C:\temp.
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d. Transfer the configuration file.

On the PC, run the put command to upload the configuration file to the
specified path.

ftp> put backup.cfg

e. Check whether the backup.cfg file is successfully uploaded. If the
backup.cfg file exists on the device and has the correct size, the
configuration file recovery is successful.

f.  Specify the recovered backup.cfg file as the configuration file for next
startup.
<Huawei> startup saved-configuration backup.cfg

g. Restart the device. The configuration file recovery is complete.

<Huawei> reboot

Info: The system is comparing the configuration, please wait.

Warning: All the configuration will be saved to the next startup configuration. Continue? [y/n]: n
System will reboot! Continue? [y/n]: y

Info: system is rebooting ,please wait...

--—-End

12.3.5 Clearing the Configuration File

Context
You need to delete the configuration file when:
e The software and configuration file do not match after the device software is
upgraded.
e The configuration file is damaged or an incorrect configuration file is loaded.
NOTICE
Exercise caution when you run the reset saved-configuration command. You are
advised to run this command under the guide of technical support personnel.
Procedure

e Run the reset saved-configuration command to clear the next startup
configuration file and cancel the configuration file used for next startup. The
default device configurations are restored.
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(11 NOTE

e If the current startup configuration file is the same as the next startup
configuration file when you run the reset saved-configuration command, the
current startup configuration file is also cleared.

e After you run this command and manually restart the device, the system displays a
message asking you whether to save the configurations. Select N to clear the
configurations.

e If you do not use the startup saved-configuration command to specify a new
configuration file containing correct configurations or do not save the
configuration file after running the reset saved-configuration command, the
device uses factory configurations for startup. If the device does not have factory
configurations, it uses default configurations for startup.

e If the next startup configuration file is empty, the device displays a message
indicating that the file does not exist.

--—-End

12.3.6 Setting Factory Configurations

Context

Procedure
Step 1

Step 2

You can configure basic information as factory configurations as needed. After the
device is configured to restore factory configurations, you do not need to
configure the basic information. If an unknown problem occurs on the device, or
the device operations are slow or unstable after the device has been running for a
long time, you can specify default factory settings as the factory configuration to
restore the device to the initial state.

NOTICE

If you press and hold down the RESET button for at least 5 seconds, the device will
restore to the latest factory settings after a restart. If the device needs to restore
to the factory defaults, run the set factory-configuration from default command
in the system view. It is recommended that you perform this operation under the
guidance of technical support personnel.

Run set factory-configuration from { current-configuration | filename |
default }

The current configuration, existing configuration file, or default factory
configuration is configured as the factory configuration.

(Optional) Run set factory-configuration operate-mode { reserve-configuration
| delete-configuration | delete-user-configuration }

The mode of restoring the factory configuration is set to reserve or delete.

Reserve mode: The current configuration file will be reserved after you restore
factory configurations.

Delete mode: The current configuration file will be deleted after you restore
factory configurations.
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Step 3

Step 4

Step 5

Step 6

By default, the system reserves the previous configuration file when restoring the
factory configuration.

(11 NOTE

Only AR161EW, AR169EGW-L, AR2204XE-DC, and AR2204XE support delete-user-
configuration parameter.

(Optional) Run factory-configuration reset

The device is configured to restore the factory configuration after it restarts.
Run system-view

The system view is displayed.

(Optional) Run change default-password

The function of changing AAA and Boot passwords when factory settings of a
device are restored is enabled.

To disable the function of changing AAA and Boot passwords when factory
settings of a device are restored, run the undo change default-password
command.

By default, the function of changing AAA and Boot passwords when factory
settings of a device are restored is disabled. The default username and password
are available in AR Router Default Usernames and Passwords (Enterprise
Network or Carrier). If you have not obtained the access permission of the
document, see Help on the website to find out how to obtain it.

(1 NOTE

Only the AR169EW, ART69EGW-L, ART61EW, AR161EW-M1, AR2204XE, and AR2204XE-DC
support this step.

(Optional) Run factory-configuration prohibit

The command disables the function that restores the factory configurations of a
device by holding down RESET.

If you want to restore the factory configurations of a device by holding down
RESET, run the undo factory-configuration prohibit command to enable this
function.

L] NOTE
Only the ART00&AR120&AR150&AR160&AR200 series support this command.

--—-End

Verifying the Configuration

e Run the display factory-configuration command to view the factory
configuration information.

e Run the display factory-configuration operate-mode command to view the
mode of restoring the factory configuration.
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12.4 Configuring System Startup Files

Pre-configuration Tasks

Context

Specify the system software and configuration file for system startup so that the
device will start and initialize with the specified software and configuration file.
Specify new patch file if the system needs to load new patches.

Before configuring the system startup files, complete the following tasks:

e Start the device and logging in to the device locally or remotely.
e Save the system startup files in the root directory of the device.
(110 NOTE

After downloading the system startup files from the server to the device, you can check
whether the system startup files are damaged during the download process, for example,
whether the files are completely downloaded. You can use a piece of third-party software
(for example, HashMyfFiles) on the server to calculate the MD5 or SHA256 value of the
system software files, run the display system { file-md5 | file-sha256 } filename command
on the device to calculate the MD5 or SHA256 value of the downloaded system software
files, and compare the two values calculated on the server and device. If the two values are
the same, the system startup files are not damaged. If the two values are different, the
system startup files are damaged, and you need to download the files again.

Before specifying the files for next startup, you can run the display startup
command to view the specified files for next startup.

If no system software is specified for next startup, the device will start with
current system software. To change the system software to be loaded for next
startup (during an upgrade for example), upload the new system software to
the device and specify it as the system file for next startup. The system
software package must use .cc as the file name extension and be saved to the
root directory of the storage device. If the device has double SRUs, make sure
that the system software is saved in the master SRU. When the system
software is specified for the slave SRU, the device automatically copies the
system software to the slave SRU.

If no configuration file is specified for next startup, the device will start with
the default configuration file (vrpcfg.zip for example). If no configuration file
is stored in the default directory, the device uses the default parameters for
initialization. The configuration file name extension must be .cfg or .zip. In
addition, the configuration file must be saved to the root directory of the
storage device.

A patch file uses .pat as the file name extension. The specified patch file to be
loaded for next startup must also be saved to the root directory of the storage
device. If the device has double SRUs, make sure that the patch file is saved in
the master SRU. When the patch file is specified for the slave SRU, the device

automatically copies the patch file to the slave SRU.

(11 NOTE

Only the AR3200 series supports dual SRUs.
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Procedure

Run startup system-software filename [ verify | signature sign-filename ]

The system software to be loaded for next startup is specified.

L] NOTE
You cannot start the system software package in the system using an external hard disk.
If the device has dual SRUs, run the startup system-software filename

[ slave-board | all ] command to specify the system software for the slave
SRU to load during the next startup.

L] NOTE
Specify the same system software for the master and slave SRUs.

Specify the verify parameter to check the validity of the system software. If
the verification fails, you cannot specify it as the system software to be
loaded for next startup. This avoids startup failures caused by invalid system
software.

If signature sign-filename is specified, the device checks validity of the system
software's digital signature file. If the check failed, the system software
cannot be specified as the system software to be loaded for next startup. This
configuration enhances device security.

(Optional) Run startup system-software filename backup
The backup system startup software is specified.

When the startup software is damaged, the system uses the backup system
software to start.

By default, the device has no backup software system.
(Optional) Run startup system-software check enable
Security check over the system software package is enabled.

By default, security check over the system software package is disabled.
Run startup saved-configuration configuration-file [ slave-board | all ]

The configuration file for next startup is specified.

The device reads the configuration file from the root directory of the storage
device for initialization when powered on.

(Optional) Run startup patch patch-name [ slave-board | all ]
The patch file for next startup is specified.

To make the patch file take effect after the device restarts, run this command
to specify the patch file for next startup.

--—-End

Verifying the Configuration

After the configuration is complete, run the display startup command to view the
system software, backup system software, configuration file and patch file for next
startup.
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12.5 Restarting the Device

Pre-configuration Tasks

Before restarting the device, complete the following tasks:
e  Configure system startup files.

Context

Use one of the following methods to restart the device:

e Restart the device immediately after configuration: The device restarts
immediately after the reboot command is run.

e  Restart the device at scheduled time: The device can be restarted at a
specified time later. When the configuration is complete, you can configure
the device to restart at time when few services are running to minimize the
impact of device restart on services.

The device restarts with the specified startup software. If the specified startup
software is damaged, the device restarts with the backup startup software. If the
restart still fails, the device searches the valid startup software package on the
storage devices in the sequence "Flash memory-> SD card-> USB flash drive." If
more than one valid startup software package is discovered, the device starts with
the first discovered. When the device finds valid system software packages and
configuration files on the storage device, it selects a rollback version and restarts
with the selected version. If the device does not find valid system software and
configuration file, it repeats the preceding operations.

(11 NOTE

The ART00&AR120&AR150&AR160&AR200&AR1200 series, AR2201-48FE, AR2202-48FE,
AR2204-27GE, AR2204E-D-27GE, AR2204-24GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-48GE-P, AR2204E, AR2204E-D, AR2204-51GE, AR2204-51GE-R, AR2220L-DC,
AR2220L-AC and AR3670 support the flash memory and USB flash drive. The AR2220-AC,
AR2220-DC, AR2220E, AR2240C support the flash memory, hard disk and USB flash drive.
The AR2204, AR2240 and AR3260 (using SRU40, SRU60, SRU80, SRU100, SRU1T00E,
SRU200E, SRU200 and SRU400) support the flash memory, Micro SD card, and USB flash
drive. The AR2240, AR2204XE-DC and AR2204XE support the Micro SD card and USB flash
drive.

If the device starts using the system software package in the flash memory or SD card that
contains a lot of fragmented files, the startup time is long. Delete unnecessary files in the
flash memory or SD card.

NOTICE

e Do not restart the device unless necessary because device restart causes service
interruption in a short time.

e Save the current configuration so that it will take effect after the device
restarts.
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Procedure

e  Restart the device immediately.
In the user view, run the reboot [ fast ] command to restart the device.

- The fast parameter indicates quick restart of the device. The system does
not ask you whether to save the configuration file in fast startup.

e Restart the device at scheduled time.

In the user view, run the schedule reboot { at time | delay /nterval | every
time } command to restart the device at scheduled time.

- at time specifies the specific time to restart the device.
- delay /nterval specifies the waiting time before restarting the device.

----End

Verifying the Configuration

e If scheduled restart is configured, run the display schedule reboot command
to check the configuration of device restart.

12.6 Configuration Examples for System Startup

12.6.1 Example for Backing Up the Configuration File

Networking Requirements

As shown in Figure 12-2, a user logs in to the device and backs up the
configuration file to the TFTP server. So the configuration file can be recovered in
case that the device is damaged.

Figure 12-2 Networking diagram of backing up the configuration file

Router TFTP Server

® Network i:lj

Configuration Roadmap
The configuration roadmap is as follows:

1. Save the configuration file.
2. Back up the configuration file through TFTP.
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NOTICE

Configuration file backup through TFTP is simple, but there are security risks.
In scenarios with high security requirements, configuration file backup
through SFTP is recommended. The following describes the configuration file
backup process using TFTP as an example.

Procedure

Step 1 Save configurations to the config.cfg file.
<Huawei> save config.cfg

Step 2 Back up the configuration file through TFTP.
1. Start the TFTP server program.

Start the TFTP server program on the PC. Set the path for transmitting the
configuration file, and the IP address and port number of the TFTP server.

2. Transfer the configuration file.

# Run the tftp command in the user view to back up the specified
configuration file.

<Huawei> tftp 10.110.24.254 put sd1:/config.cfg backup.cfg

--—-End

12.6.2 Example for Recovering the Configuration File

Networking Requirements

As shown in Figure 12-3, a user logs in to the device and finds that some incorrect
configurations cause errors in the system. To recover the original configuration,
the user downloads the configuration file saved in the TFTP server to the device
and specifies the configuration file for the next startup.

Figure 12-3 Network diagram of recovering the configuration file

Router TFTP Server

® Network Dj

Configuration Roadmap
The configuration roadmap is as follows:

1. Recover the configuration file that is backed up on the PC through TFTP.
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NOTICE

Configuration file recovery through TFTP is simple, but there are security risks.
In scenarios with high security requirements, configuration file recovery
through SFTP is recommended. The following describes how to recover the
configuration file that is backed up on a PC through TFTP.

2. Specify the recovered configuration file for the next startup.

Procedure

Step 1 Recover the configuration file that is backed up on the PC through TFTP.
1. Start the TFTP server program.

Start the TFTP server program on the PC. Set the path for transmitting the
configuration file, and the IP address and port number of the TFTP server.

2. Transfer the configuration file.

# Run the tftp command in the user view.

<Huawei> tftp 10.110.24.254 get backup.cfg config.cfg

Step 2 Specify the recovered configuration file for the next startup.
<Huawei> startup saved-configuration config.cfg

--—-End

12.6.3 Example of Configuring System Startup

Networking Requirements

As shown in Figure 12-4, the current system software cannot meet user needs.
The device must load new software version with more features. Then the device
software needs to be upgraded remotely.

Figure 12-4 Configuring System Startup Networking

GE1/0/0

= 10.1.1.1/24
I:I Network <R>
PC

Router

Configuration Roadmap
The configuration roadmap is as follows:

1. Upload the new system software to the root directory of the device.
2. Save the current configuration so that it remains active after upgrade.
3. Specify the system software for next startup.
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4. Specify the configuration file for next startup of the device.
5. Restart the device to complete upgrade.

Procedure

Step 1 Upload the new system software to the root directory of the device.

Before configuration, run the display startup command to view the files for next
startup.

<Huawei> system-view
[Huawei] sysname Router
[Router] quit

<Router> display startup

MainBoard:
Startup system software: sd1:/basicsoft.cc
Next startup system software: sd1:/basicsoft.cc
Backup system software for next startup: null
Startup saved-configuration file: sd1:/vrpcfg.zip
Next startup saved-configuration file:  sd1:/vrpcfg.zip
Startup license file: null
Next startup license file: null
Startup patch package: null
Next startup patch package: null
Startup voice-files: null
Next startup voice-files: null

# Upload the new system software to the device. This example uses FTP to
transfer the system software. Configure the device as an FTP server and upload
the system software to the device from the FTP client. Make sure there is enough
space in the storage device before uploading files. If the space is insufficient,
delete unnecessary files to free up space in the storage device.

<Router> system-view

[Router] ftp server enable

[Router] aaa

[Router-aaa] local-user huawei password irreversible-cipher Helloworld@6789
[Router-aaa] local-user huawei service-type ftp

[Router-aaa] local-user huawei ftp-directory sd1:

[Router-aaa] local-user huawei privilege level 15

[Router-aaa] quit

[Router] quit

# Run the ftp 10.1.1.1 command in the command line window of the PC to set up
an FTP connection with the device. Run the put command to upload new system
software newbasicsoft.cc. After the upload completes, run the dir command to
check the system software.

<Router> dir
Directory of sd1:/

Idx Attr Size(Byte) Date Time FileName

0 drw- - Apr 16 2012 13:19:58 lodfile

1 -rw- 85,925,409 Apr 16 2012 13:18:02 basicsoft.cc

2 -rw- 4 Oct 27 2011 17:25:22 snmpnotilog.txt

3 -rw- 6,033 Jul 16 2012 16:40:02 private-data.txt

4 -rw- 3,275 Jul 14 2012 14:18:08 vrpcfg.zip

5 drw- - Nov 14 2011 19:14:26 sysdrv

6 drw- 88,239,759 Jul 16 2012 19:14:26 newbasicsoft.cc

1,927,220 KB total (1,130,464 KB free)

Step 2 Save the current configuration to the default storage device.
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Step 3

Step 4

Step 5

Step 6

Step 7

<Router> save

The current configuration will be written to the device.
Are you sure to continue? [Y/N]y

Now saving the current configuration to the slot 0 .
Info: Save the configuration successfully.

Specify the system software to be loaded for next startup.
<Router> startup system-software newbasicsoft.cc

Specify the configuration file for next startup.
<Router> startup saved-configuration vrpcfg.zip

(11 NOTE

In step 1, you can run the display startup command to check the configuration file for next
startup. The message "Next startup saved-configuration file: sd1:/vrpcfg.zip" will be
displayed. This means the vrpcfg.zip configuration file has been specified for next startup,
so you do not need to perform this step. To specify another file for next startup, perform
this step.

Verify the configuration.

# Run the following command to view the system software and configuration file
for next startup.

<Router> display startup

MainBoard:
Startup system software: sd1:/basicsoft.cc
Next startup system software: sd1:/newbasicsoft.cc
Backup system software for next startup: null
Startup saved-configuration file: sd1:/vrpcfg.zip
Next startup saved-configuration file:  sd1:/vrpcfg.zip
Startup license file: null
Next startup license file: null
Startup patch package: null
Next startup patch package: null
Startup voice-files: null
Next startup voice-files: null

Restart the device.

# Since the configuration file has been saved, run the reboot fast command to
restart the device quickly.

<Router> reboot fast

System will reboot! Continue? [Y/N]:y

Info: system is rebooting ,please wait...

Verify the configuration.

# Wait for several minutes until the device restart is complete. Run the display
version command to check the current system version. If the current system
software is new, the upgrading has succeeded.

The display version command output is not provided here.

--—-End

Configuration File

#

aaa

local-user huawei password irreversible-cipher %A%#,)) E=[pEbYRK$p4\_no/Mjz3#bSXH4+'So.E/(xr}|+jz6M
%N\%#

local-user huawei privilege level 15

local-user huawei ftp-directory sd1:
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local-user huawei service-type ftp
#

interface GigabitEthernet1/0/0

ip address 10.1.1.1 255.255.255.0
#

ftp server enable

#

return
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